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Abstract of the contribution: The usage of pseudonyms instead of the IMSI for V2X-capable UEs is proposed in order to maintain privacy of the V2X-UE to other UEs and to the visited network. Advantage of the solution is that there is no new handling by the LTE network elements in visited and home network needed, only USIM and HSS need to be adapted to handle a V2X-service request via the LTE network.
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6.X
Hiding UE identity from other V2X UEs and the serving network
6.X.1
Requirements addressed

This solution addresses the requirement [R.5.3-005] of 3GPP TS 22.185 that a UE can only be tracked by another UE for a short time period by using pseudonyms. Further it also secures UE's privacy against the visited operator. 
The privacy related security requirements addressed by this solution are also referenced in section 5.7.3 of this TR.

6.X.2
Solution details
6.X.2.1
Overview

A pseudonym is used to hide the UE identity from the visited operator, from other UEs, and from all network elements of the home operator domain, except the HSS. The visited operator cannot track a V2X-UE beyond the short time of pseudonym validity. It is suggested that the home operator manages these pseudonyms. Only USIM and HSS can map a pseudonym to the real identity. 

If the identity also need to be hidden from the home operator, than a third party would need to manage these pseudonyms and additional communication between MNO and third party needs to be specified. The latter is out of scope of the solution.
6.X.2.2 
Pseudonym generation, provisioning and usage

It is suggested that the UE should not use its permanent identifier (or at most once) but a pseudonym in all communication. The same pseudonym should not be used beyond a short time-period. Therefore, every time the UE attaches to the network or after a certain time period, the UE will use a new pseudonym. Further, the application layer ID for using the V2X service should be changed frequently as well to not allow correlation of pseudonyms via this identity. The change of application layer ID for using the V2X service is out of focus in 3GPP, but is required as well to fulfil the requirements as cited in 6.X.1.
The home operator or manufacturer provisions the V2X-UE with an initial pseudonym, from which the UE creates a new pseudonym after every AKA. 
If the UE attaches to the network, the visited operator only knows the pseudonym and to which home operator to route for the AKA challenge. The visited operator cannot link the IMSI with the pseudonym. The visited operator cannot link one pseudonym with the next pseudonym to be used by this particular UE, because it is built out of information that is only known to USIM and HSS.
The pseudonym, in the following called P-IMSI, is generated following the standard IMSI format (MCC, MNC, MSIN), but the MSIN part is replaced by MSPN (Mobile Station PseudoNym). 
Note: For roaming case, cars may be located by MCC, MNC part.

MSPN is computed as follows:

MSPN = Truncate{ConvertBinary-to-Decimal[fp(MSPNASSOC, RAND, K)]}

Where: 

· K is the long-term secret key shared between the USIM and the AuC; 

· MSPNASSOC is the fixed MSPN value associated with the MSIN in the subscription database. In computation it is used as the association constant. 

· RAND is the random challenge selected for the Authentication Vector, 

· fp is the KDF defined for this process, 

· ConvertBinary-to-Decimal is the process of converting the result of computation to the Decimal representation, and 

· Truncate is a process that truncates the converted decimal result to the required 9 or 10 digits of expected MSPN number.  

Once MSPN is computed, it is retained by the USIM and the HSS. In the USIM it will be overwritten with a new computed value with every authentication procedure, i.e. when the UE receives a new RAND challenge. If the network requires the mobile for its permanent identifier (IMSI), the V2X-capable UE will provide the current cashed P-IMSI instead. Only HSS is able to map P-IMSI to the real IMSI of the subscription. 
Since MCC and MNC will stay the same, the information given to the VPLMN by this so-called Pseudo-IMSI (P-IMSI) is sufficient to route the attach request to the HPLMN. There is semantically no difference between MSPN and MSIN, thus P-IMSI is processed by all network nodes like the IMSI.

HSS needs to recognize that a P-IMSI is sent to it by the VPLMN (instead of an IMSI). Since V2X-UEs will have an indication to be V2X capable as specified in 3GPP TS 23.285, HSS can recognize by this indicator that the received identity in the attach request must be a P-IMSI. Thus, when the UE attaches to the visited network, indicating to be a V2X-UE, the HSS will receive from MME of visited network the Authentication Information Request containing P-IMSI. 
HSS does the following:
· HSS obtains MSPNN from the received P-IMSI and checks the local MSPN cache for matching the MSPNN value. If HSS locates MSPNN it accesses the subscription record for the associated IMSI and gains the authentication vector to be used in AKA challenge. 
· If the subscription policy allows, the returned authentication vector is used by HSS to compute the next value of MSPNN+1. Computation of the new MSPN is done as described above. The new value should not collide with any currently stored values in MSPN cache. 

Ed.note: Details on collision are ffs.

· HSS returns the Authentication Vector to MME of the visited network. 
· At the same time HSS needs to keep track on the MSPNs:

· The received MSPNN is set to Current MSPNCURR 
· The newly computed MSPNN+1 is set to MSPNNEXT and added to the pending cache in association with related IMSI.
USIM does the following:

· The pseudonym that has been initially provisioned during manufacturer time is set to MSPNN and used for initial attach. The initial pseudonym is used only once.

· In the following, when USIM receives the AKA Challenge, it will calculate RES and send an attach response. At the same time USIM will set MSPNN to MSPNCURR. This pseudonym will be used by the serving network for mapping GUTI and locating the HSS. 

· Further, the RAND that the USIM received in the AKA Challenge is used to compute the MSPNNEXT, which is stored for future attach. In the USIM the previously stored MSPNNEXT gets overwritten with the newly computed value.
If the USIM receives the request for permanent identity and has received an AKA Challenge in the past, USIM will return MSPNNEXT. Otherwise, MSPNCURR can be returned. If neither MSPNNEXT nor MSPNCURR, is available, e.g. if an earlier AKA Challenge was not successful, HSS returns an error message. As a last resort, UE could send the MSPNASSOC back.
If neither MSPNNEXT, MSPNCURR nor MSPNASSOC could be used to successful attach again to a serving network, it can be assumed there is a problem with the network that the UE wants to attach to. E.g. it could be a faked base station not providing the V2X service to the UE. Thus, the UE should not answer any more after 2 rejects and blacklist this access point. The UE should report via other channels the possibility of misuse and get initialized with new parameters. 
6.X.2.3
Impact to legacy LTE
Network impact: 

As the MSPN in the P-IMSI is not semantically different from the MSIN in IMSI, all inter-node EPC signalling that typically uses IMSI is expected to use P-IMSI with no modifications. 
USIM impact: 

A V2X-capable USIM needs to be introduced for the V2X service, which is capable in generating and storing the MSPN part for the pseudonym from RAND. Once the MSPN is computed, it is retained by the USIM, in association with the MCC and MNC, as the P-IMSI – the semi-permanent identity associated with the IMSI.

HSS impact: 

HSS needs to be prepared for V2X service usage, thus, maintaining records for V2X-enabled UEs and generating pseudonyms. A new record is needed for storage of V2X capabilities per UE. Thus, it can also be used to store MSPNCURR, MSPNNEXT and MSPNASSOC.
6.X.2.4
Evaluation

Advantage of the solution is that there is no new handling by the LTE network elements in visited and home network needed, only USIM and HSS need to be adapted to handle a V2X-UE requesting access to the LTE network for using the V2X service y P-IMSI.
NOTE: The solution does not support LI in VPLMN.

